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Первый заместитель руководителя Департамента
1 Terms and Definitions
	Personal Data Information System (PDIS)
	Information system representing a set of personal data contained in the database as well as a set of information technology and technical means enabling such personal data to be processed with the use of automated equipment or without the same.

	Confidentiality of Personal Data
	The compulsory requirement not to allow distribution of personal data without the consent of the personal data subjects concerned (unless permitted by law) which is imposed on the operator or a person who has obtained access to personal data.

	Unauthorized Access to Information (UAI)
	Access to information which violates the access control rules by applying in-built tools to be provided by computer equipment or automated systems.

	Personal Data Processing
	Actions (operations) or series of actions (operations) to be made with the use of automated equipment or without the same with personal data, including collection, recording, systematization, accumulation, storage, specification (updating, changing), retrieval, use, communication (distribution, submission, access), anonymization, blocking, deletion, and destruction of personal data.

	Personal Data Operator
	State agency, municipal authority, legal entity or individual which solely or jointly with other persons organizes and/or carries out processing of personal data as well as determines the purposes and scope of personal data processing, contents of personal data to be processed, actions (operations) to be made with personal data. 

	Personal Data
	Any information relating to a natural person directly or indirectly designated or being designated natural person (personal data subject).

	Destruction of Personal Data
	Actions resulted in impossibility to restore the contents of personal data in the information system of personal data or resulted in destruction of tangible medium of personal data.


2 General Provisions
2.1 This Personal Data Processing Policy (the “Policy”) shall be a local regulatory document by OAO Kuzbasskaya Toplivnaya Company made in accordance to Clause 2, Article 18.1 of the Russian Federation Federal Law No 152-ФЗ dated 27 July, 2006 On Personal Data and shall apply in respect of all personal data (the “PD”) to be processed by OAO Kuzbasskaya Toplivnaya Company (the “Operator”).

2.2 Purpose of this Policy shall be as follows:

· compliance with federal personal data  laws;

· establishing a legal framework to regulate the personal data processing processes by the Operator.

2.3 Personal data subjects shall be Clients being a party under civil law contracts made with the Operator, as well as natural persons being in relationship with the Operator regulated by the labour laws.

2.4 The Policy shall apply to the PD received before or after approval of this Policy.

2.5 Each employee of the Operator engaged in PD processing must read this Policy, which must be confirmed by the employee’s signature affixed to the Acknowledgement Sheet.
3 Personal Data to Be Processed by the Operator
3.1 Personal data shall comprise any information relating to directly or indirectly designated or being designated natural person (personal data subject).

3.2 Personal data shall constitute information of particular importance which shall be subject to be protected both by the Operator and by its counteragents whom such data shall be transferred to.

3.3 The owner of information resources (personal data) shall be the personal data subject fully exercising powers of possession, usage, disposal of such resources. 
3.4 The Operator shall process personal data of the employees being in employment relationship with the Operator, of natural persons, being in contractual or any other civil law relationship with the Operator and using the Operator’s services, and of other natural persons in accordance with laws and regulations being the base of personal data processing.

3.5 Personal data processing by the Operator shall be based on the Civil Code of the Russian Federation, Articles 85-90 of the Labour Code of the Russian Federation, agreements and contacts made by and between the Operator and the personal data subjects, Article 15, Article 22 of the Federal Law No 152-ФЗ dated 27.07.2006 On Personal Data, the Operator’s Articles of Association.

3.6 Personal data shall cumulatively refer to as follows:

· all biographical details (last name, firs name, patronymic name, date of birth, place of birth);

· telephone number;

· registration/residence address;

· passport details (series, number, date of issue, issuing authority);

· place of employment and current position;

· other details cumulatively enabling to determine, identify the personal data subjects.
3.7 For personal data subjects being in employment relationship with the Operator subject to the Labour code the Operator shall additionally process the following information:

· INN (Taxpayer’s Identification Number);
· contact details;
· number of the State pension insurance certificate;
· salary;
· education background (name of educational institution, details of the documents certifying the education: name of the document, date of issue, specialty);

· employment background;

· employment history (place of employment, position, dates of employment, cause of dismissal);

· details of income, taxes and social benefits;

· marital status and family members (husband/wife, children);

· foreign language skills;

· military registration (reserve category, military rank, fitness for military service, information on removal from military registration);

· information on employees’ performance evaluation;

· details of professional training;

· details of awards, medals, encouragements, honorary titles;

· information on recruitment, relocation of employees, dismissal;

· information on leaves;
· information on business trips;

· information on sick leaves;

· information on pregnancy.
3.8 The following documents shall refer to the documents containing personal data: 

· passport or other identification document;

· workbook;

· State pension insurance certificate;

· certificate of registration with the tax authorities and assignment of a taxpayer identification number;

· documents of military registration;

· education certificates, qualification certificates or training/expert certificates; 

· copies of education certificates.
· employee data card executed in compliance with T-2 form;

· questionnaire;

· autobiography;

· personnel record card;

· medical assessment report;
· disability certificates;

· maternity certificates;
· documents containing details of salary, premiums and increments;

· employments orders, dismissal orders and orders of position changes;

· other documents containing details designated for official use.

3.9 The term of PD processing shall be determined by the purpose of PD collection. 

3.10  If the PD subject authorizes its personal data to be processed for the purpose of market promotion of goods, works, services by direct contacts by means of communication the PD shall be stored for 10 years.

4 Purposes of Personal Data Collection and Processing
4.1 The Operator shall collect and process the PD necessary for rendering services specified by an agreement and/or contract to be made with the PD subject. 
4.2 The Operator may use PD for the following purposes:

4.2.1 Housekeeping;

4.2.2 Provision of operative communication;
4.2.3 Compliance with labour laws;
4.2.4 Management accounting;

4.2.5 Compliance with the Tax Code of the Russian Federation.
4.3 The Operator shall collect and store the employees’ PD necessary for performing terms and conditions of the employment contract and exercising rights and obligations in compliance with the labour, tax, and civil laws.
5 Principles and Conditions of Personal Data Processing, Transfer of Personal Data to Third Parties 
5.1 Personal data must be processed based on the following principles:

5.1.1 In processing the PD the Operator shall be governed by Federal Law No 152-ФЗ dated 27.07.2006 On Personal Data and this Policy.
5.1.2 In processing the employee’s PD the Operator shall be governed by the Labour Code of the Russian Federation, Federal Law No 152-ФЗ dated 27.07.2006 On Personal Data and this Policy.
5.1.3 Personal data must be processed on legal and equitable basis.

5.1.4 Personal data processing must be limited to pursuing specific, predetermined and legal objectives. Personal data inconsistent with the purposes of personal data collection shall not be accepted for processing.

5.1.5 Only personal data meeting the objectives of processing thereof shall be processed.

5.1.6 The Consent to the personal data processing may be waived by the personal data subject. The Consent may also be waived by the legal representative of the personal data subject. 
5.1.7 The contents and the volume of the personal data to be processed must correspond to the processing objectives set. Personal data to be processed must not be superfluous with respect to the processing objectives set.

5.1.8 In processing personal data the following should be provided: accuracy and completeness of personal data, and, if necessary, its actuality with respect to the processing objectives set. The Operator must take necessary actions or ensure taking the same with respect to deletion or update of inaccurate or incomplete data.

5.1.9 Processing of the PD relating to ethnicity or nationality, political views, religious or philosophical beliefs, state of health or intimacy shall not be accepted except where written consent is given by the personal data subject, and except as otherwise provided by Part 2, Article 10 of the Federal Law On Personal Data.

5.1.10 PD may be processed only by the employees authorized to do such work and data processing is stipulated by their official duties.

5.1.11 Information systems containing personal data shall be provided with password access.

5.1.12 Processing of personal data for the purpose of promotion of goods, works, and services on the market by direct contacts with the potential customer by means of communication shall be carried out subject to prior written consent of the personal data subject. 
5.1.13 Database may not be combined if it contains personal data to be processed for the purposes inconsistent against each other.
5.1.14 If personal data changes, the personal data subject shall within 10 days give notice to the operator with respect to such changes.

5.1.15 All personal data shall be obtained from the personal data subject. Personal data subject shall individually make decisions with respect to provision of its personal data and shall give written consent to processing thereof by the Operator. 
5.1.16 If personal data may be only obtained from the third party, the PD subject must be given prior notice of the same and the PD subject must give written consent. 

5.1.17 Where the Operator is commissioned by the third parties to process the personal data the Operator shall not be obliged to receive the consent from the personal data subject to its personal data processing.
5.2 The Operator may transfer PD to the third parties in following cases:

5.2.1 The personal data subject has expressed its consent to such actions;

5.2.2 The transfer is stipulated by Russian and other applicable laws within the frame of the procedure set forth by applicable laws;

5.3 If subject to the contract made with another party the Operator of PD authorizes such person to process the personal data
, the material condition of such contract shall be responsibility for compliance with the principles and rules of PD processing provided for by the Law. The Operator shall be held liable for actions of third party and the third party shall be responsible to the Operator. 

5.4 Personal data storage:

5.4.1 Personal data must be stored in the form enabling to designate the personal data subject not longer than it is required by the personal data processing objectives if the period of storage of personal data is not specified by the federal law, or the contract, the party, the beneficiary or guarantor to which the personal data subject is.
5.4.2 Personal data in hard copy to be processed without the use of automated equipment shall be stored by the Operator in the locked file cabinets in locked rooms in accordance with the applicable laws of the Russian Federation. 

5.4.3 Personal data contained on electronic storage media shall be stored by authorized employees of the Operator in full compliance with the requirements of information security. 

5.4.4 Upon expiry of current demand personal data in hard copy shall be filed in archives and shall be stored in the archives subject to the terms of storage specified.
5.5 Destruction of personal data
5.5.1 Personal data of the subjects shall be stored not longer than it is required by the objectives of processing thereof and they shall be destroyed upon achieving the goals of processing or in case of loss of necessity to achieve the same.

5.5.2 The documents containing personal data shall be stored and destroyed in compliance with the archives laws of the Russian Federation.

6 Rights of Personal Data Subjects 
6.1 Personal data subject has the right to:

· receive information on the Operator, its domicile, whether the Operator holds the  personal data relating to such object. 

· free access to its personal data, including the right to receive extracts from any record containing its personal data except as otherwise provided by the laws of the Russian Federation;

· delete, correct, block or destroy any incorrect and incomplete personal data including data processed in violation of the requirements of personal data law.
· appeal the actions or inactions of the Operator in cases if it thinks that the Operator processes PD in violation of the Law or otherwise violates its rights and freedoms.

6.2 The right of the personal data subject to access its personal data shall be limited if provision of personal data violates constitutional rights and freedoms of other persons.

6.3 Personal data subject has the right to protect its rights and legitimate interests including indemnification for losses and/or compensation for moral damage in court.
7 Actions Taken to Protect Personal Data 
7.1 The Operator shall take necessary and sufficient actions to protect PD from illegal or accidental access, destruction, change, blocking, copying, disclosure and other illegal actions made by the third parties with respect to personal data.
8 Change of Policy. Governing Law
8.1 The Operator may amend this Policy. Should the headings of the Policy be amended the date of the recent update must be specified. Revised version of the Policy shall take effect on the date of online posting of the same on the Operator’s website unless otherwise provided by the revised version of the Policy.
9 Liability for Disclosure of Personal Data 
9.1 Personal responsibility is the main requirement to the organization of data protection system functioning, which is the compulsory condition of performance assurance of this system.

9.2 Each employee of the Operator receiving access to personal data shall be solely liable for disclosure of such information.

9.3 Persons failing to comply with the personal data protection law shall bear disciplinary, civil, criminal and administrative and other liability provided for by the laws of the Russian Federation.

� subject to the contract to be made with such person, including state or municipal contract or by making a corresponding regulation by the state or municipal authority 
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